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Abstract: In order to solve the problem that excessive false positives in the detection of encrypted malicious traffic
based on machine learning, secure two-party computation was used to compare character segments between net-
work traffic and intrusion detection rulers without revealing the data content. Based on the comparison results, an
intrusion detection feature matching algorithm was designed to accurately match keywords. A random verification
strategy for users’ input was also proposed to facilitate the method. As a result, malicious users couldn’t use arbi-
trary data to participate in secure two-party calculations and avoid confirmation. The security and resource con-
sumption of the method were theoretically analyzed and verified by a combination of real deployment and simula-
tion experiments. The experimental results show that the proposed method can significantly improve the detection
performance with low system resources.
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